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Time: 3 Hours Total Marks: 100 

N.B.: (1) All Question are Compulsory. 

(2) Make Suitable Assumptions Wherever Necessary And State The Assumptions Made. 

(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) Write a note on SET Model. (5) 

(B) Give various definition of Collision-Free Hash Function. (5) 

(C) Write a note on PGP Certificate that will cover Introducer Trust and Certificate Trust. Give Example. (5) 

(D) Sate and Explain various Fields present in an Audit Record. (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) State and Explain Shift Cipher Algorithm with example. (5) 

(B) State and explain steps involved in Permutation Cipher. Also give an example. (5) 

(C) Explain how Key is generated using a Linear Feedback Shift Register. (5) 

(D) Explain Variation available in DES. (5) 

(E) State and explain Chinese Remainder Theorem with example. (5) 

(F) State and Explain Vigenere Cipher Algorithm with example. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) Explain in detail the concept of the Digital Signature. (5) 

(B) Write a note on Hash Function from Cryptosystem. (5) 

(C) Explain in details Station-to-Station Protocol. (5) 

(D) Explain Diffie-Hellman Key Exchange Algorithm with example. (5) 

(E) Explain the concept of Timestamping. (5) 

(F) Explain Transmission of Session Key using Kerberos. (5) 

Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Define Computer Security and three Key Objective of Computer Security. (5) 

(B) What is the OSI Security Architecture? (5) 

(C) List and briefly define any two categories of Security Services. (5) 

(D) Draw and Explain Model for Network Security. (5) 

(E) State and Explain the challenges of Computer Security. (5) 

(F) List and briefly define categories of Passive Security Attacks. (5) 

Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Draw diagram and explain X.509 Certificate Format. (5) 

(B) Explain the use of Key rings with example. (5) 

(C) Write a note on S/MIME functionality and Key Management Functions. (5) 

(D) What all are the advantages of Kerberos Version 5. (5) 

(E) Explain any two steps of Kerberos. (5) 

(F) Explain PKIX Management Functions. (5) 
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Q.6 Attempt Any Three Questions: (15 Marks) 

(A) List & Explain Applications & Advantages of IPSec. (5) 

(B) Explain Oakley Key determine Protocol & how does it work. (5) 

(C) Explain any two Phases of Handshake Protocol. (5) 

(D) Explain Buffer Overflow Attack on SSL. (5) 

(E) Draw and Explain ESP (Encapsulating Security Payload) Format. (5) 

(F) Write a note on IKE (Internet Key Exchange) Protocol & SA (Security Association). (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) What is a DDoS Attack? State and Explain its Countermeasures. (5) 

(B) What is the role of compression in the operation of a virus? Explain with diagram. (5) 

(C) Explain the concept of Honey Pot. (5) 

(D) What is an Application-Level Gateway? Explain. (5) 

(E) Write a note on different Firewall Configurations. (5) 

(F) Write a note on Packet Filter Firewall. (5) 
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Time: 3 Hours Total Marks: 100 

N.B.: (1) All Question are Compulsory. 

(2) Make Suitable Assumptions Wherever Necessary And State The Assumptions Made. 

(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) What is a Property? Why are they referred to as Smart Fields? (5) 

(B) What is the importance of Web.Config File in any Web Application? (5) 

(C) What is the difference between Server Controls and User Controls? (5) 

(D) What is the significance of AJAX Websites? (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) What is an event? What is an Event Handler? How is it designed? (5) 

(B) Define an Exception called "NoMatchException" that is thrown when a string is not equal to "India". (5) 
Write a program that uses this Exception. 

(C) Explain with an example the concept of Method Overloading? (5) 

(D) List and Explain the various Primitive Data Types used in C#. (5) 

(E) Write a Console Program to find a Fibonacci series of entered number. (5) 

(F) Explain the differences between Interface and Abstract Classes. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) What are CSS? Explain different Selectors used to write CSS. (5) 

(B) Explain the terms: JIT Compiler and Garbage Collector. (5) 

(C) What are Collections? Write different collections supported by C#. (5) 

(D) List and Explain five properties of Textbox Control. (5) 

(E) Explain HashTable collection with an example. (5) 

(F) What are Assemblies? Discuss its different components. (5) 

Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Explain the following properties associated with Dropdown List Control: (5) 


(i) Selectedltem 

(ii) Selected Index 

(iii) Items 


(iv) SelectionMode 


(B) 

What is the difference between RadioButton and CheckButton Controls? 

(5) 

(C) 

Explain StausStrip Control. 

(5) 

(D) 

What is Global.asax File? Explain its Structure. 

(5) 

(E) 

What are Skins? Why are they used? 

(5) 

(F) 

List and Explain Properties of Page Class. 

(5) 
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Q.5 Attempt Any Three Questions: (15 Marks) 

(A) What is a Caching? Explain its types. (5) 

(B) Explain the following Validation Controls with the help of an example: (5) 

(i) Regulars Expression Validator 

(ii) Compare Validator 

(C) Explain in brief about Cookies. (5) 

(D) What are four application Events when an Application is executed? (5) 

(E) What is View State? How to preserve View State for user's own data. (5) 

(F) ExplainanytwoSiteNavigationControlsinASP.NET. (5) 

Q.6 Attempt Any Three Questions: (15 Marks) 

(A) What is LINQ? Explain the structure of a LINQ Query. (5) 

(B) What is Data Binding? Explain its different types. (5) 

(C) Explain ADO.NET Object Model with help of suitable diagram. (5) 

(D) Explain any four properties of GridView Control. (5) 

(E) How Authorization is used in case of providing Security to Web Application. (5) 

(F) Write a short note on basic ADO.NET Objects. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) What are different LINQ Operators? (5) 

(B) Write a snippet code to hide and display the Header Text on click Command Button using j-Query. (5) 

[Hint: use Hide() and Show()] 

(C) What is an Ajax? Explain it's the importance. (5) 

(D) Explain XMLHttpRequest Object with its properties and methods. (5) 

(E) What are the advantages of Web Services? (5) 

(F) Explain DOM Manipulation Methods in j-Query. (5) 
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N.B.: (1) All Question are Compulsory. 

(2) Make Suitable Assumptions Wherever Necessary And State The Assumptions Made. 

(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l 

(A) 

(B) 

(C) 

(D) 

Q.2 

(A) 

(B) 

(C) 

(D) 

(E) 

(F) 

Q.3 

(A) 

(B) 

(C) 


(D) 

(E) 

(F) 


Q.4 

(A) 

(B) 

(C) 

(D) 

(E) 

(F) 


Attempt Any Two Questions: (10 Marks) 

Define Test Case and Test Scenario. Explain with example. (5) 

Discuss different Levels of testing. (5) 

Explain Process Improvement Cycle (PDCA). (5) 

Give Formal definition of Basis Path Testing. Explain this Testing Technique with help of an example. (5) 

Attempt Any Three Questions: (15 Marks) 

Explain the basic principles on which testing is based. (5) 

Define User Gap and Producer Gap. Explain how these gaps can be closed? (5) 

Explain Generic Quality Management System Structure for an organization. (5) 

Discuss VV Model briefly. (5) 

Explain the concept of Cost of Quality. (5) 

Discuss TQM Approach of Testing. (5) 

Attempt Any Three Questions: (15 Marks) 

Write a short note on Boundary Value Analysis. (5) 

Explain Decision Table Testing with example. (5) 

Consider a program for the determination of the largest amongst three numbers. Its input is a triple (5) 


of Positive Integers (say x, y and z) and values are from interval [1, 300], Design the Boundary Values 
(robustness) test cases. 

Compare and contrast Boundary Value Analysis and Equivalence Partitioning. (5) 

Write a short note on "Requirement Traceability Matrix". (5) 

A login process allows User ID and Password to authorize users. From customer requirements user (5) 
ID takes numbers and alphabets in lower case and can be 4 to 16 characters long. The password 
object takes alphabets in lower case from 4 to 8 characters long. Prepare test case titles/scenario 
using Equivalence Partitioning. 


Attempt Any Three Questions: (15 Marks) 

Explain Slice-Based Testing. (5) 

Write a short note on Path-Testing Coverage Metrics. (5) 

What is Data Flow Testing? Explain how to find DD-Path. (5) 

What is Cyclomatic Complexity? Discuss its significance. (5) 

Write a short note on System Testing. (5) 

Discuss the significance of stubs and drives with help of example. (5) 
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Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Explain Call Graph Based Integration. (5) 

(B) Give difference between Top Down and Bottom Approach Integration. (5) 

(C) With an example explain MM-Path. (5) 

(D) Explain Neighborhood Integration. Enumerate its pros and cons. (5) 

(E) Discuss the significance of Integration. Explain briefly various approaches to Integration Testing. (5) 

(F) Explain Big Bang Integration. In what kind of projects is it advisable to use this technique? (5) 

Q.6 Attempt Any Three Questions: (15 Marks) 

(A) Write Functional Strategies for Thread Testing. (5) 

(B) Which one is the better option (Method or Class) for selecting as a unit in Object-Oriented Testing (5) 

for unit testing and why? 

(C) Write various steps for Object-Oriented System Testing. (5) 

(D) Discuss Challenges of Class Testing. (5) 

(E) Explain Control Flow Testing. (5) 

(F) Explain State Transition Testing. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Explain the template for "Test Planning". (5) 

(B) What do you mean by Process Metrics? Define any two Process Metrics. (5) 

(C) What do you mean by Quantitative Data? Name various Non-Statistical tools and Explain (5) 

Multivoting (Pareto Voting). 

(D) Explain various levels of Test Process Maturity Model. (5) 

(E) Give difference between Black Box and White Box Testing. (5) 

(F) Write a short note on Code Coverage Metric. (5) 
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N.B.: (1) All Question are Compulsory. 

(2) Make Suitable Assumptions Wherever Necessary And State The Assumptions Made. 

(3) Answer To The Same Question Must Be Written Together. 

(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) Explain Immediate and Deferred Evaluation of Expression in Unified Expression Language. (5) 

(B) What is JSF? Explain the benefits of Java Server Faces Technology. (5) 

(C) Explain Structure and working of struts.xml file. (5) 

(D) How we can use variables, literals and operators using Expression Language in JSP code? Explain it (5) 

with sample code snippets. 


Q.2 Attempt Any Three Questions: (15 Marks) 

(A) Differentiate between Heavyweight and Lightweight Components. (5) 

(B) Explain JlntemalFrame with its constructors. (5) 

(C) Explain JTable in Swing with the steps of creating a Table. (5) 

(D) What is Menu Bar? Explain the components used for creation of Menu Bar. Give simple swing Menu (5) 

Bar example. 

(E) Explain in detail the Swing Components and the Containment Hierarchy. (5) 

(F) Explain ActionEvent Class with an example. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) What is Servlet? What are the benefits of Servlets? Explain the working of Servlets with help of (5) 

suitable diagram. 

(B) Explain the GenericServlet With its Constructors and Methods. (5) 

(C) Write short note on ServletConfig explaining its Methods and Constructors. (5) 

(D) What is Deployment Descriptor and Context Path? Explain. (5) 

(E) Create a Servlet Application for Shopping Cart. Make suitable assumptions and state the (5) 

assumptions made. 

(F) Explain any three classes and/or interfaces from Servlet API with their Constructors and Methods. (5) 


Q.4 Attempt Any Three Questions: (15 Marks) 

(A) What is JDBC? Explain the architecture of JDBC in detail. (5) 

(B) What are Scrollable Resultset in JDBC? (5) 

(C) Write Short Note on JDBC Transactions. (5) 

(D) Differentiate between JSP and Servlet. (5) 

(E) Write short note on Exception Object used in JSP. (5) 

(F) What are Directives in JSP? Explain its types. (5) 


Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Explain the Model View Controller Architecture. (5) 

(B) Explain in details Phases of JSF Life Cycle. (5) 

(C) Explain the use and Structure of faces-config.xml file. (5) 

(D) What is EJB? Explain the components of Enterprise Bean Architecture. (5) 

(E) Explain Packaging of Enterprise Beans. (5) 

(F) Explain Message Driven Beans in detail. (5) 
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Q.6 Attempt Any Three Questions: (15 Marks) 

(A) What is Hibernate? Explain the features of Hibernate. (5) 

(B) What are POJO in Hibernate? (5) 

(C) Create a Hibernate Application to Demonstrate fetching records from the database. (5) 

(D) Explain in detail the Core Components of Struts Framework. (5) 

(E) Write a short note on Interceptors in Struts. (5) 

(F) Create Simple Struts File Upload Application. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Explain in detail components of JAVA Mail API. (5) 

(B) WhatisJNDI? What isJNDI Lookup? (5) 

(C) Write a short note on Simple Object Access Protocol. (5) 

(D) Write a short note on Resource Injection and its types. (5) 

(E) Explain how to create Web Services with JAX-WS. (5) 

(F) Write a short note on Resource Injection and its types. (5) 
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N.B.: (1) All Question are Compulsory. 
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(4) Number To The Right Indicates Marks. 

(5) Draw Neat Labeled Diagrams Wherever Necessary. 

(6) Use of Non - Programmable Calculator is allowed. 


Q.l Attempt Any Two Questions: (10 Marks) 

(A) Explain with example how multiple user's password can be changed in a single operation. (5) 

(B) Explain different types of Servers used in DNS. (5) 

(C) Explain different Secure and Less Secure Services. (5) 

(D) Explain RAID in detail with its advantages and disadvantages. (5) 

Q.2 Attempt Any Three Questions: (15 Marks) 

(A) Explain Virtual File System (VFS) in brief. (5) 

(B) Explain GRUB and LILO Boot Loaders. (5) 

(C) Explain different init Levels and state how the init level can be changed with the help of inittab file. (5) 

(D) How a particular user account is handled by an administrator if the account holder has left the (5) 

company? 

(E) Explain steps of Installing and Configuring Application Software. (5) 

(F) Explain Features of Linux in detail with different Linux Distributions. (5) 

Q.3 Attempt Any Three Questions: (15 Marks) 

(A) What is an IP address? What are different classes of IP Address? (5) 

(B) How to work with Gateway and Routers? (5) 

(C) Describe syslog.conf file in details. (5) 

(D) What are the advantages and disadvantages of NFS? Explain in detail. (5) 

(E) Write System Environmental setting files. (5) 

(F) What is Corn? How Corn files are taking care of system task explain. (5) 

Q.4 Attempt Any Three Questions: (15 Marks) 

(A) Explain use of samba server in detail, how to enable & disable samba services. (5) 

(B) Explain how to configure xinted services. (5) 

(C) Explain use of ssh, scp, sftp, talk, finger services. (5) 

(D) Explain how to configure Time Server. (5) 

(E) Explain how Linux files can be shared on Windows Machine. Explain steps of samba client. (5) 

(F) Explain Configuring Linux Firewall packages. (5) 

Q.5 Attempt Any Three Questions: (15 Marks) 

(A) Explain Forward Zone and Reverse Zone of DNS. (5) 

(B) Write in detail the protocols used for E-Mail System. (5) 

(C) Explain different types of Servers used in DNS. State which are different files are used by these (5) 

servers. 

(D) What is the use of DNS? Explain three types of DNS Servers. (5) 

(E) Explain the use FTP Server. Explain the steps for vsftpd configuration. (5) 

(F) Explain the configuration of Postfix Mail Server. (5) 
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Q.6 Attempt Any Three Questions: (15 Marks) 

(A) Explain Apache Web Server with its features. (5) 

(B) Explain steps of Configuring Apache for SSI and testing the configuration. (5) 

(C) What is RSS Feed? How is it configured? Explain. (5) 

(D) Explain ht://Dig in detail. (5) 

(E) Explain how Apache Transmits a document according to a client's request with diagram. (5) 

(F) Explain Mailing Lists. (5) 

Q.7 Attempt Any Three Questions: (15 Marks) 

(A) Explain steps of Optimizing WEB Services. (5) 

(B) What is the use of up2date Agent? (5) 

(C) What are the advantages of Shadow Password over Traditional Password System? (5) 

(D) Write a short note on upgrading and customizing Kernel. (5) 

(E) What are the general RPM Command Line options? Explain. (5) 

(F) Write the command to change the User's Login Shell. Explain with suitable example. (5) 
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